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Combating Extremism in Video Games 


By Elizabeth Kilmer, PhD - January 24th, 2023 - Announcements, Research, Video Games 


Over the next two years, Middlebury's Center on Terrorism, Extremism, and Counterterrorism, Take This 
and Logically Al are partnering to research the ways in which extremists exploit digital games spaces. 
Researchers on the project aim to better understand the vulnerabilities of and threats to gaming 
communities and provide education and resources to the games industry and government stakeholders to 
better address this growing threat. 
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Disrupting Video Games-Based Radicalization 
Through Collaborative Cross-Sector Networks 
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Disrupting video games-based radicalization through collaborative cross-sector networks. 


Over three billion people worldwide play digital games, and games have become one of the largest 
sectors in the entertainment business, surpassing film in 2020. Not only popular, video games are 
powerful tools for social connection and identity development, especially for adolescents and young 
adults. The communities and relationships fostered within game spaces as well as their impacts on 
individuals can persist out of the game into the “real” world. As highlighted during the early days of 
the pandemic, games have become a regular part of many individuals’ ways of connecting with family 
and friends and building social networks. 
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However, with the good inevitably also comes the bad. We know that extremists exploit the 


radicalize participants, and even mobilize for terrorist activities. High-profile acts of violence 


committed by right-wing terrorists active in online game communities such as the Buffalo, NY shooter 
and the Christchurch, NZ shooter highlight the need for greater counter-extremism measures in 
games. Further, online games aren't simply meeting places for extremists - integrations of game 
elements in extremist identities and propaganda suggest that the narrative and world design of 
games can be used to support radicalization and recruitment. 


Despite the profitability and popularity of digital games, industry and government understanding in 
creating games and gaming communities resilient to extremist exploitation remains limited. Many 
game studios lack the anti-extremist resources and experience that large social media companies 
have developed in the last decade. Even these social media platforms, no stranger to the need for 
effective content moderation and safety tools, can struggle to effectively combat extremist speech. 
The lack of resources and experience to manage extremist threats in the game industry have led to 
vulnerabilities within games and game communities that extremists continue to exploit. Extremist 


and multiplayer game spaces. 
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The workshops and collaborative 
session programing will Support 
development of key skills necessary for 
disrupting and preventing exploitation 
of gaming spaces by extremists. 
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Over the next two years, Middlebury’s 
Center on Terrorism, Extremism, and 
Counterterrorism, Take This, and 
Logically Al are partnering to research 
the ways in which extremists exploit 
digital games spaces. 
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We know that extremists exploit the 
community-building and identity 
development opportunities of gaming 
Spaces to spread propaganda, 
radicalize participants, and even 
mobilize for terrorist activities. 
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This project aims to address crucial gaps in the game industry and government's ability to effectively 
combat extremists threats by: 


1. Educating game developers on how to build resilience within game structures to extremist 
exploitation. 


2. Providing information and context to government officials to flexibly address games-based 
radicalization. 
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3. Building collaborative public-private networks to create long-term strategies for resisting games- 
based extremism 


These aims will be fulfilled through a series of workshops, collaborative sessions, and toolboxes 
designed to support developer, public-sector, and cross-sector stakeholders. To develop the program 
and resources, the researchers will conduct surveys with gamers, interviews with developers and 
other industry stakeholders, large scale rhetorical analysis of social media datasets, as well as scaled 
community and social network analyses. The workshops and collaborative session programing will 
support development of key skills necessary for disrupting and preventing exploitation of gaming 
spaces by extremists, such as: 


e Understanding how extremist behavior evolves. 

e Adaptability to changing socio-political landscapes that can impact extremist activity in games. 
e Detecting and monitoring extremist activity. 

e Establishing and enforcing community policies. 

e Identifying game design elements that can impact extremist behavior. 

e Supporting resilience, health, and safety for community managers. 


e Supporting game developers through effective legislation. 


The three toolboxes will be designed to support trust and safety, game designers, and 
public/legislative efforts: 


1. Methods for scaled extremism detection in games. 
2. Best practices for game makers, across disciplines (design, community management, etc) . 


3. A public sector-oriented manual for how to engage with the games industry to address games- 
based extremism. 


This work is made possible by a grant from the Department of Homeland Security (DHS # EMW-2022- 
GR-00036). 


Elizabeth Kilmer, PhD is a licensed clinical psychologist and a qualitative researcher in game studies for 
Take This, focused on developing resources to help the games industry combat extremism in gaming 
spaces. 
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Take This is a mental health nonprofit decreasing stigma and increasing 
support for mental health in games. 


We are a 501(c)(3) non-profit mental health organization providing comprehensive resources and support that 
is tailored for the unique needs of the game development community and embraces the diverse cultures and 
issues of the game community. We combine clinical best practice with a love of all things gamer, providing a 
safe, accepting space for gamers and developers. We work in a spirit of partnership with other organizations 
addressing these issues among game enthusiasts, streamers, and creators. 
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